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ABSTRACT

Fuzzing is an automated software testing methodology that dynamically tests the security of software by inputting
randomly generated input values outside of the expected range. KISA is releasing open source for standard cryptographic
algorithms, and many crypto module developers are developing crypto modules using this source code. If there is a
vulnerability in the open source code, the cryptographic library referring to it has a potential vulnerability, which may lead
to a security accident that causes enormous losses in the future. Therefore, in this study, an appropriate security policy was
established to verify the safety of block cipher source codes such as SEED, HIGHT, and ARIA, and the safety was verified
using differential fuzzing. Finally, a total of 45 vulnerabilities were found in the memory bug items and error handling
items, and a vulnerability improvement plan to solve them is proposed.
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Table 1. Block cipher algorithm source code SEZ oA el Hulo] 4£EF ojfolzly @)
provided by KISA WA, o] dAely] §la) LERA hxEYC] Bt
Mode of operation Language ] wel # A4S AElE dek18). A
ECB. CBC. CTR. C/C++, 7 KISAY] ¢t dueld hazce AE5Hel 3
SEED 1 coM. aeM. oMac JJaS"; ?f;; )7} o] el 3 gleka Ftsly] St} o2 Seo
romn | FOB. GBC, GTR. | /o=, SEED <kt 20189 olFel CCM, GCM
CMAC Java CMAC £9E=7F F7HE AR, o ednes
ARIA ECB C{]Ca:;' 201349 o]F%&2 AxFr) AAE T QA vt
ECB, CBC, CTR, ¢ Java, T
LEA CFB, OFB, CCM, Bython . A2 HAS 0|S8st FAHE &S
GCM, CMAC

Table 2. Hash functions algorithm source code

provided by KISA
Detail Language
LSH-224,
LSH-256,
LSH-512-224, O Java
LSH LSH-512-256, P,ythony
LSH-384,
LSH-512,
HMAC(LSH)
C/C++,
SHA-256 SHA-256 Java, ASP,
JSP, PHP
SHA3-224,
HA3-2
gHAgﬁgi' C/C+ +.
SHA-3 ’ Java, ASP,
SHA3-512, JSP. PHP
SHAKE128, '
SHAKE256

Table 3. Digital signatures algorithm source
code provided by KISA

Language
KCDSA C/C++, Java
EC-KCDSA C/C++, Java
Zolc). ole} ZHe tiofdt gtsdtae]Fe] KISAS

He]stell

RSA Secur

2ELATE AFEHI

SEED £&5¢3&

ity %9

olFA vhekdt Stell wiEs 3,

At odlE Ee,
200998 7]F=22 nCipher,
AERITPA S
300070 o]AFe] =ule] 71 ¥ fibl"’ﬂ ] £ e,

b ABAES YA

=33 o

3.1 BRI gg|F

KISAel4 =W  %F E5%3e SEED,
HIGHT, ARIA® &~3=gF Agstz 9lch

SEED+= ECB, CBC, CTR, CCM, GCM,
CMAC #4R=ES Fd8 2rzsz Agdet
HIGHT—— ECB, CBC, CTR. CMAC #9=m=

£ 78 &x3== AlFsitt. ARIAE ECBE
1%1946& E}ﬁ TR RES AFEHA o= tAl, ARIA
ECB ®x=e| 32vE HA3 78 ~ri=s 7}
7‘4.& zﬂj_s“

SEED® 1999»& ezl e S ks
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A=gl e 20054 ISO/IEC iLZﬂ 5543 o
F2]% [ETF 522 AA =
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371 $ls8l 20054 KISA, ETRI ¥A4d+4, 2
gt} Feow N EE4ks dae|Folr)
200610l ARFARAZFOLE AAEHGLH,
2010l ISO/IEC =4 &£5%35 IETF o2
AA = et

ARIAE 7= 37 2 st=dlo] 8ol 2A35}s}
7] $13 7=l Involutional SPN 7329 &3
3 gweE|Foltt. ARIAE el o3t 3
(Academy), 9d72(Research Institute), A5
713 (Agency) 2] A 272 whA] mbEolith 2004
el A2 AR 2] =7} JLT(KS)_"& A4 =
er, 201046l =4 ZFE AA A

7 EEQE saFEvit AFEE YRS
th2a, W g T kAol BAde] glelAd
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gl 3 qlE|do] a2 E3tels o] dgsi}
B A4 SEEDS CBC, CTR, CCM 2=
¢} HIGHT®] CBC., CTR ==, ARIA ECB =
=9} ARIA ECB 32-bit 43 78 4223=%
HAe] ez sHen C/C++2 FdE =
5 A4 daoz gl KISAdAM diAF ¢35 <&
2|53 7 e whgE AAsE A5 e w

M= e AN gt A9 o

fe o

of AHAE WAAT AT AR HT AT
= o] HAE el ARgAbel mEl Bk A o]
thefsirl. 2 A A di Zeale] ks
& LaFoo|ug o Wi HAG Mok Ao

Zasjcl Table 4. + KISA® ¢t3 daed &

Table 4. Security policy for KISA cryptographic
algorithm source code

Security Policy
Classification No Vulnerability
11 Stack Buffer
' Overflow
19 Heap Buffer
' Overflow
Memory Bues 1.3 Use-After-Free
Testing
1.4 Double-Free
1.5 Memory Leak
16 Null Pointer
' Dereference
Generation of Error
2.1 Message Containing
Sensitive Information
Error .
Handling 99 Lack of Handll.ng to
Testing Error Conditions
93 Improper Exception
’ Handling
Differential Implementation
. 3.1 . .
Testing Discrepancies
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‘ Input generation } Wwe Bz HAEIz oF Az HiES
LibFuzzers 7|9ke s 753 4 qlon, 53] |
Plaintext, Key we] #e W2 Address Sanitizer(23)E o4
Y o] mEAo= AXF 4 9rl. Address
‘ Encrypt(PlainText, Key) ] Sanitizerv C/C++2 235 Zr o] wne
oFE 7HAste EEA, AH by owZa g
CipherText 3 Wy eWZ2e A A F A vl
v S WaE AR g ol At HA W
Decrypt(CipherText, Key)} < o]&3l 3.279 Mok AL FIeAE HUt
& 4 sleh.
Decrypted
v 3.4 FAF EA At
‘ ) Compare ]
(PlainText == Decrypted) Fig 3L o }]7 oﬂ w}% v 7<]1:Hﬂxl :’—?/HE

Fig. 1. Differential fuzzing method =

A:ui OIHWM 5 Eiza‘ﬂﬁr H 23S o
A 2= =277} of$- Z%E‘r ol 647k Tt
7} 2= AAE AHT ¢ gl Address
up2c), #2419 diAkel s duEE AnFEE= Sanitizer’} Tza#le FdsiAY, 73 BdH
4 PY& AFHE=RE, LibFuzzers 74 33 (implementation  discrepancies)®  &1&}o]
Z o7 A3k Ao] Ajfsivty A=) abort() &7l ZE=UE wubch A5 g

AAe], 2AE, 48 A, A4 dlelEs 7
A <lzll LLVM® LibFuzzer® % 34

2 nﬂ tlo (T

Hz eplelx HAz e s 259 AdS ok RS -?4'811 HXAE Ao]~5 At}
dlolelE A" 4 9lew, Executor’t 54 ¢35 Table 5. = 3.20)4 2=2lgt Bl AL 7|0
dwelFE Ads HA Executorw A =2 %"i%}li]z *Achow WA FHobd S %
Akl E%%LE"H e} stests HE °L§7l'§— 2 Yvehd Zoltl & 45709 HHH S wAs gL
Adsbd, B23d 79 nonce, 2713 W 52 & v SEEDeIA 257H, HIGHTellA 147}, ARIAs|

Fuzzing
£ N\
Executor [ LLVMFuzzerTestOnelnput() J
Cipher A (
Entry
| e S e
SEED | [HIGHT | [ ARIA { ExecuteCallback() }
A
Detail v
PR
F Driver()
EEEE EBE3 { M”ta'EA"?:reStO"e() J L

| Loop() W‘

Feedback

Fig. 2. Structure of fuzzer with differential fuzzing method
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25 #1361  NEW cov: 27 ft: 29 corp: 2/18b lim: 17 exec/s: © rss:
S: 3 ChangeBit-InsertRepeatedBytes-CopyPart-

Direct leak of 4¢
#0 0x4f7c53
15 ED_CBC+0x4f7c53)

CBC.cpp:617:26
#2 ©x54288b in KISA_SEED_CBC(unsigned char*, unsigned long)
A_SEED/SEED_CBC/ . /KISA_SEED_CBC.cpp:706:18

number of edges (k)

05

oo shHA 2 Fokels oF A Zo) gl @)
°9 1 p ; Z ; 3 ARk o] & of7 A 3 FAR QlE] 2ot AL
fme A=z, Az oz SEED CBC Decrypt() &
Fig. 3. Code coverage graph FellA vz S Fokde] WAEeh o] A% vl
2y o] ZTEAQ] dalel o A oS FAlE

A 6N A AT FHH F oy enE ok o @ HEFC}
29 v v 9 EQlY gG3FRe) 2 vn Fig. 4. = #|% FobgS wAA 7= gre 7
2 I W) of 84%E g wekth o7 A o) olfd] S AWa Aale]ch ZmaAel
A e T RREE, TE R4 qQae 9 4% A AR, #Ae

=] skt Address Sanitizers WEeE 52 7R 8w

Ak B T 28l 9l AR <8 FHRd shdol] Y3t} o]%A) HA7} AT Hekdw} =
B} wAEle 7, Anks oo Rt © Bl kA lale] thE A9y} 9lelc)t. webA]
S §° SEED 5%t CBC +9ux=9 Hskal ok e BEs] 9le HAs} A
SEED_CBC_init() §4l4 pbszUserKey ¥4 2 ub A7 ajuic) ARG RE HAE Ao]AS B
of digt @ oy d32E ©H 45 05 vt 23ly A}

Table 5. Vulnerabilities that violate security policy found by fuzzing

Security Policy Target Algorithm
SEED HIGHT ARIA
CBC CTR | CCM | CBC CTR | 8-bit | 32-bit

Classification | No Vulnerability

Stack Buffer

11 Overflow B I B - B 1 1
1.2 | Heap Buffer Overflow 3 2 1 - 3 - -
Memory Bugs | 1.3 Use-After-Free - - - - - - -
Testing 1.4 Double-Free - - - - - - -
1.5 Memory Leak 3 2 - 2 2 - -
16 Null Pointer 3 3 4 3 ~ 9 9

Dereference

Generation of Error
2.1 Message Containing - - - - - - -
Sensitive Information

Error
Handling 99 Lack of Handling to 1 9 B 3 1 B B
Testing ' Error Conditions
93 Improper Exception B B B B B _ B
’ Handling
Differential Implementation

. 1 . . - - - - - - -
Testing 3 Discrepancies
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LHEESE o] 4 |
Fopdolrh(26). Aol g 29 By
WIS Fde skl dig
IEY AR E A7) el sk
ARIA 22729 EncKeySetup() &<rollA A&
22 0E gl¥uks KeyBits W49 2715 A%3)
Al e AR (KeyBits - 128)& Faste], o] %
W7 oWERS Fokdo] ARt ~d w7 oM
ZE25 FHIHE o] ¢ ¥4 Canaryyl DEP,
ASLRT Z<& wme B3 7S o]&s) shslsiw
GARE, TRAQ FAE A felA AR
qE AT T3l 29 W EESE WAk &
tH27])(28).

3 3 eHERS FHHL dF5(heap feng
shui(29)) ¢} 2& FAo A A=AV 4 2
e Wx A 4" Stk e o
CVE-2016-0778-2 OpenSSLell4 Ag 3 #
7 eWEES FHPHoIrH(30). HIGHT £5%%
CTR +°d®=2°] HIGHT CTR_Process() &<l
4 BLOCK_XOR_HIGHT() vwl=Z2E AH83sle=
o, Az 2715 aEHEA] wel 3 ¥y eMER
- Fobdo] whAghch, E oA wbdg 3 vy
SHE RS i AAZE SR S v
ge] z7|E A gu vwe]d s
memepy() 59 AR AL 7] wfEol WA
o} web AAE o] 83hr] Hel Fgub v me]
2715 24e=AE FHAlEok gl

vlze] ¢ HpdS ASLRIY 22 wws] v
71l digh g4 kel 2 4 gl FHek ol
o5& 5o CVE-2015-30794+ CVE-2015-3044+=

ASLRE 38 = 9J& FAPgoltH(31). & A+
ol A g HFPEL Valgrind(32)9} #&
TRE FE3s Ag 4 glth Fig. 5.
ValgrindZ °¢]43] HIGHT &2%% CBC <

fe H

o2

==6178== LEAK SUMMARY:

==6178== definitely lost: 128 bytes in 1 blocks
= indirectly lost: © bytes in © blocks
==6178== possibly lost: © bytes in @ blocks

still reachable: @ bytes in © blocks
suppressed: 0 bytes in © blocks

==6178== For counts of detected and suppressed errors,
==6178== ERROR SUMMARY: 1 errors from 1 contexts (supp

Fig. 5. Memory leak detected by valgrind

RE przee vy Fag AARE AR, bR
gl vk AAEES & ¢ Aok weld
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AHolrH(33). ¥ EQlH ARxEe= AAE AR
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OF A B A AoFdEe $AAL 0F 4
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AlgHpt AAbA el didh sHA A5-S astAlct.
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Appendix A. Details of security policy

Security Policy

Classification

No

Vulnerability

Detail

Memory
Bugs
Testing

1.1

Stack Buffer
Overflow

Occurs when a program uses contiguous memory space tries
to read or write a value to the allocated stack or to an
address outside the usable range of a specific variable. It
can cause a malfunction or be exploited in an attack such
as RTL or ROP to execute malicious code.

e.g. CVE-2015-7547

1.2

Heap Buffer
Overflow

Occurs when an object accesses outside the allocated
memory without considering the size of the dynamically
allocated memory. It can be used with attacks such as
Heap Feng Shui, or it can be exploited in attacks that
manipulate function pointers.

e.g. CVE-2016-0778

1.3

Use-After-Free

Occurs when an object that has been dynamically allocated
memory is freed and then the object is accessed and used
again. If an attacker can access a desired location on the
heap and read or write memory, it can be exploited for
arbitrary code execution attacks.

e.g. CVE-2015-0311

1.4

Double-Free

Occurs when free is performed twice, it is caused by the
merge operation of unlink, an internal function of free
function. It causes a heap buffer overflow and can be
exploited for attacks such as function pointer manipulation.
e.g. CVE-2020-25559

1.5

Memory Leak

Occurs when the allocated memory is not freed, and a
computer program continues to occupy unneeded memory.
It can be the basis of attacks against memory protection
techniques such as ASLR.

e.g. CVE-2015-3079

1.6

Null Pointer
Dereference

Occurs when assigning a value to a null pointer. If an
attacker intentionally generates a null pointer dereference,
it can be exploited for attacks such as memory corruption.
e.g. CVE-2020-5183

Error
Handling
Testing

2.1

Generation of
Error Message
Containing
Sensitive
Information

Occurs when important information system internal
information is included in the error information due to
insufficient or insufficient handling of errors. Important
information may be exposed as it is or may help an
attacker’s malicious behavior.

2.2

Lack of
Handling to
Error Conditions

Occurs when the part where an error may occur is checked,
but exceptions are not handled for such error. An attacker
can exploit an error condition to run a program in a
direction not intended by the developer.

2.3

Improper
Exception
Handling

Occurs when the function result is not properly processed
or the condition for an exception condition is not properly
checked during program execution. An attacker can exploit
an error condition to run a program in a direction not
intended by the developer.

Differential
Testing

3.1

Implementation
Discrepancies

Occurs when the implemented cipher algorithm differs from
the actual specification. It can be exploited for backdoors
or other cryptographic attacks.

e.g. bugzilla 1575923
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